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Introduction

The European Critical Infrastructure Protection Directive (2008/114/EC) of 8 December 2008 establishes a
procedure for identifying and designating European Critical Infrastructures (ECI) in the energy and
transport sectors, as well as a common approach for assessing the need to improve their protection. It is
a key pillar of the European Programme for Critical Infrastructure Protection (EPCIP), which aims to
protect critical infrastructures against a range of threats using an all-hazards approach.

Critical infrastructure is defined as an asset, system or part thereof located in a Member State which is
essential for the maintenance of vital societal functions, health, safety, security, economic and/or social
well-being of people. The disruption or destruction of said infrastructure would have a significant impact in
a Member State as a result of the failure to maintain the aforementioned vital societal functions.

The objectives of the European Critical Infrastructure Directive are to:

- Identify European Critical Infrastructures (ECI), defined as those infrastructures, which, if subjected to
disruption or destruction, would have a significant impact on at least two Member States;

- Ensure that all identified European Critical Infrastructures are protected, particularly through the creation
of an Operator Security Plan (OSP), which should be appropriately and regularly reviewed.

In the years since its introduction in 2008, various issues concerning the current Directive have been
identified. These include, for instance, a narrow sectoral scope (limited to the energy and transport
sectors), and the slow pace of the ECI identification and designation process on the part of the Member
States. For these and other reasons, the Commission recently launched an external evaluation of the
Directive that will assess its effectiveness, efficiency, relevance, coherence and EU added value. The
evaluation covers all EU Member States and takes account of a heightened terrorist threat since 2008, an
awareness of hybrid threats, but also the emergence of new threats, including, for instance, the unlawful
use of unmanned aerial vehicles (“drones”).



As part of this evaluation, the European Commission has launched an public consultation, which aims to
collect the views of all stakeholders, including European citizens, as to whether the Directive has met and
is currently meeting its objectives, namely to improve the protection and ensure the resilience of critical
infrastructures. The evaluation will be available for twelve weeks.

Please submit your responses via the online questionnaire below. Respondents may answer the
questionnaire in any official EU language, regardless of the language of the questionnaire that the
respondent selects. (Should you wish to provide your contribution by other means than online, please
contact the European Programme for Critical infrastructure Protection (EPCIP) through its functional
mailbox: HOME-EPCIP@ec.europa.eu.)

All individual replies will be made available for analysis by the contractor carrying out the evaluation. They
will also be published on the European Commission’s consultations webpage (https://ec.europa.eu/info
/consultations). The contractor’s final report, which will account for the public consultation and other forms
of consultation as part of the evaluation, will form the basis for a Staff Working Document produced by the
Commission, which will be published on DG Migration and Home Affairs’ (HOME’s) website (https:/ec.
europa.eu/home-affairs/) during the spring of 2019.

More information concerning the ongoing evaluation is available via the following link on DG HOME's
website: https://ec.europa.eu/home-affairs/what-is-new/work-in-progress/initiatives/evaluation-council-
directive-2008-114_en. Information concerning the European Programme for Critical Infrastructure
Protection (EPCIP) specifically and critical infrastructure protection more generally can be found here:
https://ec.europa.eu/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure_en.
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Questions concerning the ECI Directive

1.1) In your view, to what extent do the following incident types pose a serious threat to critical
infrastructures in the EU?

To Toa Toa
Not Toa

No some fairly large
. at small
opinion extent large extent
all extent
extent

Natural disasters (earthquakes, ® ® ® @
fires, floods, etc.)

Cyberattacks/cyber-enabled attacks

Supply chain disruptions

Energy supply disruptions

Terrorist attacks

Transportation accidents

Accidents involving hazardous @
materials

Insider infiltration

Unlawful intrusion (including by &
unmanned aerial vehicles ("drones")) ' ' '

Attacks of different kinds
orchestrated by state-sponsored
actors

Other

1.2) If you have identified other serious threats to critical infrastructures (“other” in the question above),
please describe them here.


https://ec.europa.eu/info/law/better-regulation/specific-privacy-statement_en

2.1) In your opinion, to what extent are the provisions of the European Critical Infrastructure (ECI)
Directive still relevant and needed to ensure a common level of protection of critical infrastructures across
the EU?

No Not To a small To some To a fairly To a large
opinion at all extent extent large extent extent
In the energy @
sector '
In the @

transport sector

2.2) Please elaborate on your responses to the previous question.

Detailed national requirements are in place to protect critical infrastructures. The ECI directive may still be
relevant for critical infrastructures with a strong cross-border aspect.

3) Do you believe that additional specific measures should be taken at EU level to better protect critical
infrastructures from the threats listed in Question 1.1, or from other threats that you independently
identified in Question 1.27

Coordinated actions of the EU against cyber-attacks (i.e. state-organised or state-supported attacks) in the
context of the agreed reinforcement of cyber security (Cyber Security Act).

4.1) Have you seen any improvement in the level of protection of critical infrastructures in the EU over the
last decade?

No

opinion Yes No

i@
In the energy sector

In the transport sector

4.2) If you indicated "yes" to the previous question, to what extent has the level of protection in the energy
and transport sectors increased in your view?

To a small To a fairly large
To some ylarg To alarge
extent extent
extent extent

In the energy sector



In the transport
sector

4.3) Assuming you answered Question 4.2, what in your view are the factors that have contributed to an
increase in the level of protection of critical infrastructures?

No opinion.

4.4) In case you have not seen any improvement in the level of protection of critical infrastructures, what
in your view explains this?

No opinion.



5) To what extent do you agree with the following statements?

Neither
No agree
. Strongly , 9 Strongly
opinion , Disagree nor Agree
disagree . agree
disagree
The ECI Directive has contributed to achieving common levels of protection for @
critical infrastructures in the EU. '
The ECI Directive has contributed to defining similar and clear responsibilities and @
obligations for critical infrastructure protection stakeholders in all Member States. '
The ECI Directive has contributed to a higher level of protection of the internal @
market from the effects of any disruption/destruction of critical infrastructures.
The ECI Directive has produced observable operational changes concerning @
measures and procedures for the protection of critical infrastructures. '
The ECI Directive has enhanced cooperation between Member States on matters @
related to critical infrastructure protection. '
The sectoral scope of the ECI Directive (pertaining to the transport and energy © © ® © ]
sectors) is appropriate in light of the desired impact.
The exclusion of the information and communication technology (ICT) sector from @

the scope of the ECI Directive has not limited its impact.



6.1) In your view, is the current approach based on the designation of European Critical Infrastructures

(ECI) by Member States appropriate and effective?
[C1 No opinion
[C] Not at all
[T] To a small extent
[T To some extent
To a fairly large extent
[T To alarge extent

6.2) Please elaborate on your response to the previous question. If you feel that the current ECI
designation approach is not/minimally appropriate and effective, please explain why, and how the
approach might be improved.

The designation approach must be limited to infrastructures with a strong cross-border impact. Critical

infrastructures that are organised locally / regionally with no impact on other EU Member States, such as the

water services sector, should not be designated as ECI. They are regulated at the national / regional level.
The Member States are best able to assess the critical characteristics of the infrastructure for society.

7.1) In your view, is the current approach calling for Member States to designate ECI in agreement with
those Member States that may be significantly affected appropriate and effective?

[“] No opinion

[C] Not at all

[T To a small extent

To some extent

[T To afairly large extent
[T To alarge extent

7.2) Please elaborate on your response to the previous question.

The decision not to designate the water / waste water infrastructure as ECI is appropriate. These are local /

regional infrastructures regulated through national / regional legislation.

8.1) In your opinion, to what extent has the ECI Directive provided added value compared to what Member

States could achieve in the field of critical infrastructure protection in the absence of the ECI Directive?

To some To alarge
No Not To a small To a fairly large 9
- extent extent
opinion at all extent extent
In the energy @
sector '
In the @

transport sector
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8.2) Please elaborate on your response to the question above.

No opinion.
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9.1) In your opinion, have the costs (administrative, budgetary, in terms of personnel, etc.) related to the transposition and application of the ECI Directive
been proportionate to its contribution in terms of the protection of critical infrastructures?

No opinion Very disproportionate Disproportionate Proportionate Very proportionate

i@
In the energy sector

In the transport
sector
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9.2) Based on your response to the previous question, please explain why you deem the costs related to
the ECI Directive to be proportionate or disproportionate in relation to the demonstrated effects.

No opinion.

10.1) In your opinion, would the effects of the ECI Directive on the protection of critical infrastructures be
likely to remain in the years to come were the Directive to be repealed?

No, Yes, to

No Yes, to a Yes, to a fairly Yes, to a
. not at some
opinion small extent large extent large extent
I extent
In the @
energy '
sector
In the @
transport '
sector

10.2) Please elaborate on your response to the previous question.

No opinion.

11.1) In your opinion, to what extent is the ECI Directive coherent with/complementary to other existing
measures/mechanisms aimed at enhancing critical infrastructure protection?

Toa Toa
Not To .
No small To a fairly large
. at some
opinion extent large extent extent
all extent
@

In the energy sector (besides
the ECI Directive)

In the transport sector @
(besides the ECI Directive)

@
Space-based services sector

@

Banking sector



Health sector

Drinking water/food
supply sector

Land-based digital
infrastructure sector

11.2) If applicable, please elaborate on your responses to the previous question.

Drinking water supply is organised nationally / regionally and is not crossing borders. Hence, the
consequences of a possible drinking water supply failure have no cross-border implications and the water
infrastructure should not fall under the definition of ECI. Requirements are set through national / regional
regulations. In particular drinking water supply security is covered by detailed national requirements which
do not require an additional European layer. As regards information systems, the water sector applies the
NIS directive. Other water-related EU legislation (directives on drinking water, urban waste water treatment
and the water framework) exclude security-related aspects as they can be better addressed at the national
level.

11.3) Can you identify other relevant measures/mechanisms in sectors not listed above? If so, to what
extent are they coherent with/complementary to the ECI Directive?

The directives on drinking water, urban waste water treatment and the water framework exclude security-
related aspects as they can be better addressed at the national level.

12.1) In your view, is the current scope of the Directive, limited to the energy and transport sectors,
effective in protecting the most important critical infrastructures in the EU?
~ No opinion
@ Yes
7 No

12.2) Please elaborate on your response to the question above.

From a water sector point of view, it clearly is. Drinking water supply is organised nationally / regionally and

is not crossing borders. Hence, the consequences of a possible drinking water supply failure have no cross-
border implications and the water infrastructure should not fall under the definition of ECI. Requirements are
set through national / regional regulations.

Final comments and document upload

If you wish to provide additional comments or suggestions within the scope of this evaluation, please feel
free to do so here.

14



Water services (including drinking water supply) are organised nationally / regionally and are not crossing
borders. Hence, the consequences of a possible drinking water supply failure have no cross-border

implications and the water infrastructure should not fall under the definition of ECI. Requirements are set
through national / regional regulations.

Here you may upload a document containing additional remarks related to the evaluation of the ECI
Directive.

Contact

Christer-Matteson.BROWN@ec.europa.eu
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